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Abstract

Purpose of the article: Cyber security has become a key factor in determining the success 
or failure of companies that rely on information systems. However, this entails considerable 
investment. Typical investments in information technology aim to create value, while 
investments in cyber security aim to minimise losses caused by cyber-attacks. In the case of 
investment in cyber and information security, therefore, we must evaluate the amount of loss 
that will never actually occur. This is a complicated problem, and several approaches have 
been proposed over the years to estimate the cost-benefit balance of security investments.
Methodology/methods: This paper is based on previous research (Podešva et al., 2021), where 
two most used methods of the ROI / ROSI (Bojanc, 2008) and Gordon-Loe model (Gordon, 
Loeb, 2002) were identified in the field of investments in cyber and information security. Both 
methods are described and the advantages and limitations for further research are identified.
Scientific aim: The main goal is to select the most suitable method for further research in the 
field of investment in cyber and information security.
Findings: ROI / ROSI does not seem suitable for further research because it only tells us what 
percentage of return on in-vestment will be provided during a given period. The separate use of 
this method (ROI / ROSI) provides us with very limited results and it is necessary to combine it 
with other methods. On the other hand, the Gordon-Loeb model is much more complex despite 
several limitations, especially for coefficients ʎ and t. Further research will therefore focus on 
the constant t (probability of attack on a given information set) and its value will be modelled 
based on the SIR epidemic model on network with standard incidents (Podešva, Koch 2019).
Conclusions: At present, there is no standardised approach to decision-making and the size 
of investments in cyber and in-formation security. This is a very complex issue, and it is very 
difficult to find one universal model. Nevertheless, there are several models that help in this 
decision-making process, and as the most appropriate method for further research is Gordon-
Loe model.

Keywords: Return on investment, Return on security investment, ROI, ROSI, Gordon – Loeb 
Model, Investment, Information security, Cyber security
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Introduction

The development of information and com-
munication technologies in recent years has 
changed our society into an information so-
ciety. Information acquires a new meaning 
and knowledge about the environment, its 
state, and the processes of gaining in it. In-
formation thus becomes a very valuable co-
mmodity that needs to be protected. With the 
expansion of using computers and the Inter-
net in everyday life, the risk of their misuse 
increases.

The number of cyber-attacks creates a 
need for organisations to prioritise certain 
ways of defending them-selves. Each orga-
nisation must consider the threats to which 
they are most at risk and act to reduce vul-
nerability across many relevant vulnerabili-
ties. This is a particularly difficult task that 
many key information security personnel are 
unable to perform effectively. According to 
Chronopoulos et al. (2018), the main reasons 
are: (a) lack of budget; (b) uncertainty about 
the cost of cyber-attacks and the availability 
of cyber security controls; and (c) non-refun-
dability of expenditure.

Cybersecurity has become a key factor in 
determining the success or failure of compa-
nies that rely on information systems. Ho-
wever, this entails considerable investment. 
No action is free, and each such investment 
brings its own return on loss prevention. 
Typical investments in information techno-
logy aim to create value, while investments 
in cybersecurity aim to minimise the losses 
caused by cyber-attacks. In the case of in-
vestments in cyber and information security, 
therefore, we must evaluate the amount of 
loss that will never actually occur. To addre-
ss information security issues, businesses are 
forced to invest more in information security. 
However, previous studies have shown that 
higher investment in cyber security does not 
necessarily lead to better outcomes (Cavu-
soglu et al., 2005; Dor, Elovici, 2016; Feng 
et al., 2014; Qian et al., 2017).

This is a complicated issue, and several 
approaches have been proposed over the 
years to estimate the cost-benefit balance of 
security investments. The most important 
and proven models include the return on 
investment (ROI), respectively. Return on 
security investment (ROSI) (Bojanc, 2008) 
and a model proposed by Gordon and Loeb 
in 2002 (Gordon, Loeb, 2002). Later, the 
Gordon and Loeb model (Gordon, Loeb, 
2002) was extended in several directions; 
for example, Hausken (2007) used the game 
theory to simulate the benefits of companies 
working together to defend against cyber-
-attacks. Although both approaches are very 
general, they provide a means of considering 
whether a security investment is appropriate 
(worth its price) and help to find the optimal 
level of security investment.

This article is based on a systematic lite-
rature search (Podešva et al., 2021) and will 
serve as a basis for further research in the 
field of investment in cyber and information 
security. First, it explains the principles of 
both models (ROI / ROSI and Gordon-Lo-
eb model). Then the methods will be com-
pared according to several criteria. Finally, 
one method is selected, and the direction of 
further research is described.

1.  Literature review

Cybersecurity economics is an area focusing 
on whether organisations make sufficient 
investments in security of their assets and 
whether the budget allocated to security is 
invested in the right things. Although there 
has been a significant increase in research in 
cybersecurity economics, thorough under-
standing of the safety level, investments in 
security control and improvements of new 
controls need to be investigated further since 
cyber-crime and economic espionage pre-
sent ever growing problems to businesses.

Return on investment (ROI) is a standard 
method in the processes of budgeting and 
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evaluating corporate investments and can be 
quickly applied to the justification of cyber 
security without the need to modify ROI pa-
tterns. In their article, Summer Fowler, Chen 
(2017) stated that in recent years, more and 
more Chief Information Officers (CIOs) and 
Chief Information Security Officers (CISOs) 
have experienced difficulties in justifying 
cyber and information security investments 
or expenditures through standard return on 
investment (ROI) methods. This has led 
some researchers to design specialised ROI 
formulas designed to take into account the 
unique features of cyber security. For exam-
ple, Markovic-Petrovic, Stojanovic (2014) 
proposed an improved method for assessing 
security risks in the event of attacks on the 
SCADA information and communication in-
frastructure. Schilling, Werners (2013) have 
developed a stochastic cloud security risk 
model to maximise the return on security 
investment (ROSI). Da Silva, Geus (2015) 
presented another qualitative and quanti-
tative approach to the calculation of ROSI 
with regard to tangible and intangible bene-
fits. Although these formulas have their own 
advantages, they still have difficulties inheri-
ted from general ROI concepts.

However, the most important study is Go-
rdon, Loeb (2002), where the authors found 
the upper limit of investment by a risk neut-
ral company should be 1 / e (36.79%) of the 
potential loss amount. Another interesting 
finding is that with increasing vulnerability 
(as long as certain assumptions about the re-
lationship between company susceptibility 
and marginal yield from security investments 
are maintained), the optimum investment in 
cybersecurity may either increase substantia-
lly, or first increase and then decrease. The 
support for these findings in literature is mi-
xed. However, Hausken (2007) demonstra-
tes that the optimum investment must not be 
limited to 1 / e by investigating four classes 
of marginal yields from security investments 
(decrease, initial increase followed by a 
decrease, increase, and constancy). Yet the 

findings of this paper were mentioned by the 
authors of the Gao et al. (2017) study, when 
they investigated how to determine the in-
vestment in security and information sharing 
of two companies through the function of 
security failure probability. The publication 
by Hoang et al. (2018) proposes models for 
conducting an analysis of costs and benefits 
of investments in security with reduction of 
anticipated yearly loss and it turns out the 
upper limit of the optimum investment can 
be 1 / e, or another percentage of the value 
at risk, based on the model of cyber threat 
probability. Thus the Gordon-Loeb mode-
lling hypothesis is adjusted by anchoring to 
comparative expenses.

Moreover, Gordon et al. (2003) found that 
information sharing may help businesses to 
achieve the optimal level of cybersecurity 
and information security at a reduced price. 
He claims this must be accompanied by sui-
table motivation mechanisms (on the part of 
the state) to prevent parasitisation and sub-
sequent insufficient investments in security. 
Harrington et al. (2005) proposed a model 
of investment optimisation as a non-linear 
programming problem by means of a coope-
rative game.

Bakshi, Kleindorfer (2009) demonstrated, 
using Nash equilibrium and the cooperative 
game theory, how sharing information con-
cerning investments will lead to increased 
resilience in global supply chains. Gordon 
et al. (2015) confirmed that sharing results 
in an increased level of information secu-
rity. He evaluated the effectiveness of the 
government role in suppressing the tenden-
cy to underinvest in cybersecurity among 
private sector companies through incentive 
mechanisms and regulations. They found 
that government success in increasing priva-
te sector company investments depends on: 
(a) whether the companies can determine an 
optimal combination of cybersecurity inputs, 
and (b) whether the companies are able and 
willing to increase their investments in cy-
bersecurity. However, this finding is not in 
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accordance with Liu et al. (2011), where the 
authors analysed the relationship between 
an investment in information security and 
information sharing between two affiliated 
companies and found that the collaborating 
companies are naturally motivated to infor-
mation sharing and co not need any external 
influence to share the information.

2.  Gordon – Loeb model

Gordon and Loeb proposed an economic 
model for optimising corporate information 
security investments, where it was found that 
for a given potential loss, a company may not 
always invest in information assets with the 
greatest security risks (Gordon, Loeb, 2002).

The authors (Gordon, Loeb, 2002) further 
propose a model for companies considering 
providing additional security to protect a 
specific information set. The set of informa-
tion can take many forms, such as a customer 
list, a commitment book, a strategic plan, or 
a company website. Enhanced security could 
be provided to protect the confidentiality, 
integrity, authenticity, non-repudiation, or 
availability of the information set to autho-
rised users. The set of information is cha-
racterised by three parameters: ʎ, t, v, which 
represent the loss due to the occurrence of 
the intrusion, the probability of the threat and 
vulnerability.

2.1  Input variables
The ʎ parameter represents the financial 
loss of the company caused by a breach of 
the security of the information file. Loss of 
confidential data (e.g. loss due to disclosu-
re of strategic information to competitors or 
fraudulent use of credit card information by 
hackers), loss of integrity (e.g. loss due to a 
corporate decision based on intruder data), 
and unavailability of services (e.g. loss due 
to missed sales from authorised users who 
were denied legitimate access). Although ʎ 
would normally depend on the use of infor-

mation (by the company itself, competitors, 
or hackers) and would change over time, for 
simplicity the authors consider ʎ to be a fixed 
amount estimated by the company (e.g. the 
present value of lost profits from current and 
future lost sales).

Parameter t ∈ (0,1) indicates the probabi-
lity of an attempt occurrence to breach the 
information set. The authors (Gordon, Loeb, 
2002) made a simplifying limitation that the-
re is one threat for a one set of information.

Parameter v ∈ (0,1) (1, 2) indicates the 
vulnerabilities of the information set, which 
means that without additional security, the 
threat that is implemented will lead to a bre-
ach of the set and loss ʎ.

The threat to the information set and its 
vulnerability would usually lie within the in-
tervals 0 < t < 1 and 0 < v <1. V In the case 
of v = 0, the set of information is completely 
invulnerable (computer without the Internet 
access in a safe 50 m underground). Conver-
sely, in the case of v = 1, the set of informa-
tion is completely vulnerable (profit and loss 
statement available on the Internet).

For a given set of information, the proba-
bility of loss (sometimes called the risk of 
loss) is the result of vulnerability and the 
probability of a threat. The product v · t · ʎ 
therefore represents the expected loss (due to 
no investment in information security) asso-
ciated with a specific information set. Thus, 
for any positive threat (t > 0), the expected 
loss increases with vulnerability.

For the purposes of this model, the authors 
(Gordon, Loeb, 2002) make a simplistic as-
sumption that firms can influence the vul-
nerability of a set of information (v) by in-
vesting in information security, but the firm 
cannot invest in reducing the threat. Therefo-
re, the probability of a violation attempt (t) is 
constant, then:

 ● The parameter L = t · ʎ (1, 2) expresses the 
loss or potential loss associated with the 
information set.

 ● The parameter z (1, 2) represents a mone-
tary investment in security to protect the 
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information set. The purpose of investing 
in is to reduce the likelihood that a set of 
information will be violated.

 ● The parameter S (z, v) (1, 2) indicates the 
probability of a security breach. That the-
re will be a breach of a set of information 
with vulnerabilities in, conditional on the 
implementation of the threat and because 
the company has invested in the security of 
information from to the protection of this 
information.

2.2  Model principle
In order to determine the amount to be in-
vested in information security for a risk-ne-
utral company, the expected benefits of the 
investment are compared with the costs. The 
expected benefits of investing in information 
security (EBIS), are equivalent to reducing 
the company’s expected loss due to excepti-
onal security (Gordon, Loeb, 2002):

 EBIS(z) = [v – S(z, v)]  (1)

EBIS is written above as a function of z, 
because the investment in information secu-
rity is the only variable of the company’s de-
cision-making (v and L are the parameters of 

the information set). Expected net return on 
investment in information security (ENBIS) 
equals EBIS less investment costs (Gordon, 
Loeb, 2002):

 ENBIS(z) = [v – S(z, v)] L – z  (2)

2.3  Main benefits
Based on mathematical modelling, the de-
pendence of how vulnerability affects the op-
timal level of investment in information se-
curity was determined, as shown in Figure 1.

The optimal amount spent on information 
security will never exceed 37% of the expec-
ted loss resulting from the security breach 
(and is usually much less than 37%). Compa-
nies should also not focus their investments 
on files with the highest vulnerabilities, as 
this is highly expensive.

3.  Return on security investment

The method for calculating the return on in-
vestment in ROSI security is an extension 
of the popular accounting metric to compa-
re ROI (Return on investment) investments. 

Figure 1.  Optimal value of security investments as a function of vulnerability. Source: Gordon, Loeb, 2002.
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ROI simply defines how much an organisa-
tion gets from the amount of money spent. 
Therefore, ROI can help an organisation de-
cide which of the possible options provides 
the highest value for money, as follows from 
the following formula (Bojanc, 2008):

 - Cos   
Cos   

=
Benefits t of investmentROI

t of investment
 (3)

The cost of investing in information se-
curity should be considered as a mixture of 
specific system configuration costs (usually 
one-off costs of purchasing or developing, 
testing and implementing a defence soluti-
on that protects information assets from po-
tential threats) and operating costs (annual 
maintenance, updating), and repair of defen-
ce solutions, training of users and network 
administrators, and monitoring of solutions); 
this value can be obtained very easily (Mizzi, 
2005).

On the other hand, it is very difficult to 
define, assess, or measure the benefits. Fi-
rewalls, IDS, antivirus software, and other 
security solutions simply do not generate 
measurable revenue. The benefits of inves-
ting in information security are therefore 
measured as the cost savings that result from 
preventing information security breaches. 
The benefits can therefore be represented as 
the difference between the annual expected 
ALE losses without security investment and 
the annual expected ALE losses with securi-
ty investment (Bojanc, 2008):

   = −without investment with investmentBenefit ALE ALE  (4)

A simple equation for calculating the re-
turn on security investment (ROSI) is as fo-
llows (Bojanc, 2008), formula (5).

Calculating the return on investment in se-
curity is a very simple and easy-to-use me-
thod, ROSI only tells us what percentage of 

return on investment will be provided over 
a specified period of time but does not say 
anything about the scope of the project. The 
separate use of this method (ROSI) provides 
us with very limited results and it is advan-
tageous to combine it with other methods, 
such as Net present value NPV and Internal 
rate of return IRR (Bojanc, 2008).

4.   Analysis of the use of the Gordon-
Loeb model and ROSI in the 
scientific literature

Scientific literature describes many approa-
ches to support the decision-making process 
for investments in information security and 
cybersecurity of businesses in organisations. 
The Web of Science (WOS) and SCOPUS 
databases were used for this analysis.

4.1  Methodology
A research question was: “What approaches 
are described in literature to support the 
decision-making process for investments in 
information security and cybersecurity in or-
ganisations (with regard to economic factors 
and mathematical and analytical methods)?”

Subsequently, keywords were defined (cy-
bersecurity, Information security, economy, 
investments, costs, finance, benefits, spend, 
analysis, framework, decision, justificati-
on, and evaluation) and based on the words 
and Boolean algebra, search terms were 
determined:

(a) Scopus: ((cybersecurity OR “Infor-
mation security” OR “cyber security” OR 
“IT security” OR “ICT security”)) W / 15 
((economy* OR invest OR investment* OR 
investing OR cost* OR finance* OR benefit* 
OR spend) W / 15 (model* OR analysis OR 
framework OR decision OR justification OR 
*valuation)).

      
  

− −
= without investment with investmentALE ALE Cost of investmentROSI

Cost of investment
  (5)
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(b) WOS: ((cybersecurity OR “Infor-
mation security” OR “cyber security” OR 
“IT security” OR “ICT security”)) NEAR 
((economy* OR invest OR investment* OR 
investing OR cost* OR finance* OR benefit* 
OR spend) NEAR (model* OR analysis OR 
framework OR decision OR justification OR 
*valuation)).

In the SCOPUS database, a total of 579 
papers were found; 385 papers in total were 
found in WOS. Most of the papers were in 
both databases and after a relevance analysis 
and duplicity removal, the final number of 
papers and conference contributions relevant 
for the research question was 101.

4.2  Findings
Of the 101 articles found that addressed in-
vestment models in cybersecurity, 23 used 

the ROI / ROSI method and 14 used the Go-
rdon-Loeb method (Figure 2).

The most used economic approaches, ma-
thematical methods, and standards that have 
been used in the scientific literature in con-
junction with the Gordon-Loeb model are 
shown in Figure 3.

The most used economic approaches, 
mathematical methods, and standards that 
have been used in the scientific literature in 
conjunction with the ROI / ROSI model are 
shown in Figure 3.

5.  Conclusion

There is currently no standardised appro-
ach for deciding the size of cyber and infor-
mation security investments. This is a very 

Figure 2.  Using the ROI/ROSI and Gordon-Loeb model to evaluate investments in cyber and information 
security in the scientific literature. Source: own processing.

Figure 3.  The most used economic approaches, mathematical methods, and standards together with the 
Gordon-Loeb Model. Source: own processing.
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complex issue, and it is very difficult to find 
one universal model. Nevertheless, there are 
several models that help in this decision-ma-
king process, and the most important are the 
Gordon-Loeb model (Gordon, Loeb, 2002) 
and ROI / ROSI (Bojanc, 2008).

Organisations should invest in security so-
lutions up to the point where net benefits (e.g. 
benefits minus costs) are maximised. In the 
Gordon-Loeb model, optimal investments in 
information security range from 0% to 36.8% 
of potential loss due to security breaches (Go-
rdon, Loeb, 2002). It was later found that in 
some special scenarios, up to 50% (or even up 
to 100%) of the average cost is allowed to be 
invested (Willemson, 2006). This model has 
also been used successfully in some empirical 
analyses (Tanaka et al., 2005).

The analysis shows that the ROI / ROSI 
method is more often used in the scientific 
literature, mainly due to its simplicity. Ne-
vertheless, this method does not seem suita-
ble for further research because it only tells 
us what percentage of return on investment 
will be provided during a given period. The 

separate use of this method (ROI / ROSI) 
gives us very limited results and it is advan-
tageous to combine it with other methods, 
such as Net present value NPV or Internal 
rate of return IRR (Bojanc, 2008).

On the other hand, the Gordon-Loeb mo-
del is much more complex despite seve-
ral limitations, especially for coefficients ʎ  
and t. Further research will therefore focus 
on the constant t (probability of attack on a 
given information set) will be modeled based 
on the SIR epidemic model on network with 
standard incidents (Podešva, Koch, 2019).
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